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<?php
class SystemComponent {

var $settings;
function getSettings() {

/I System variables
$settings|'siteDir'] = '/path/to/your/intranet/';

// Database variables
$settings['dbhost'] = 'hostname';
$settings['dbusername'] = 'dbuser’;
$settings['dbpassword'] = 'dbpass';
$settings['dbname'] = 'mydb';

return $settings;

}



}
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<?php

// Class: DbConnector
// Purpose: Connect to a database, MySQL version

require_once 'SystemComponent.php';
class DbConnector extends SystemComponent {

var $theQuery;
var $link;

/I*** Function: DbConnector, Purpose: Connect to the database ***
function DbConnector(){

// Load settings from parent class
$settings = SystemComponent::getSettings();

/I Get the main settings from the array we just loaded
$host = $settings['dbhost'];

$db = $settings|['dbname'];

Suser = $settings['dbusername'];

$Spass = $settings|['dbpassword'];



/I Connect to the database

$this->link = mysql_connect($Shost, Suser, $pass);
mysql_select_db($db);
register_shutdown_function(array(&Sthis, 'close'));

}

/[*** Function: query, Purpose: Execute a database query ***
function query($query) {

$this->theQuery = $query;
return mysql_query($query, $Sthis->link);

}

/I*** Function: fetchArray, Purpose: Get array of query results ***
function fetchArray(Sresult) {

return mysql_fetch_array(Sresult);

}

/[*** Function: close, Purpose: Close the connection ***
function close() {

mysql_close($this->link);

}
}
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<?php

/I Get the PHP file containing the DbConnector class
require_once('DbConnector.php');

// Create an instance of DbConnector
$connector = new DbConnector();

/I Use the query function of DbConnector to run a database query
/I (The arrow -> is used to access a function of an object)
$result = $connector->query('SELECT firstname FROM customers');

/! Get the result
$row = Sconnector->fetchArray(Sresult);



// Show it to the user
echo Srow['firstname'];
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CREATE TABLE 'databasename’. 'cmsarticles' (
'ID' int(6) unsigned NOT NULL auto_increment COMMENT 'The unique ID of the

article',

'title' varchar(200) NULL COMMENT 'The article title',
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'tagline' varchar(255) NULL COMMENT 'Short summary of the article’',




'section’ int(4) NULL DEFAULT 0 COMMENT 'The section of the article’,
'thearticle' text NULL COMMENT 'The article itself’,
PRIMARY KEY (ID")
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<?php

/I Get the PHP file containing the DbConnector class
require_once('../includes/DbConnector.php');

/I Check whether a form has been submitted. If so, carry on
if SHTTP_POST_VARS){



// Create an instance of DbConnector
$connector = new DbConnector();

/[ IMPORTANT!! ADD FORM VALIDATION CODE HERE - SEE THE NEXT
ARTICLE

// Create an SQL query (MySQL version)

SinsertQuery = "INSERT INTO cmsarticles (title,tagline,section,thearticle)
VALUES (".

""" SHTTP POST VARS|'title']."", ".

""" SHTTP_ POST_VARS|'tagline']."', ".
SHTTP_POST_VARS|'section'].", ".

""" SHTTP POST _VARS|'thearticle']."")";

/I Save the form data into the database
if (Sresult = $connector->query(SinsertQuery)){

/I 1t worked, give confirmation
echo '<center><b>Article added to the database</b></center><br>';

}else{

// 1t hasn't worked so stop. Better error handling code would be good here!
exit('<center>Sorry, there was an error saving to the database</center>');

}
}
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<b> WHAT'S NEW: </b><br>

<?php

// Require the database class
require_once('includes/DbConnector.php');

/I Create an object (instance) of the DbConnector
$connector = new DbConnector();

// Execute the query to retrieve articles
Sresult = $connector->query('SELECT ID,title FROM cmsarticles ORDER BY ID
DESC LIMIT 0,5");

/I Get an array containing the results.
/I Loop for each item in that array
while (Srow = $connector->fetchArray(Sresult)){

echo '<p><a
href=http://mail.yahoo.com/config/login?/"viewArticle.php?id="'.Srow['ID'].'"'>';
echo Srow|['title'];

echo '</a> </p>';

}
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<?php
// Require the database class
require_once('includes/DbConnector.php');

// IMPORTANT!!! Validate the ID number. See below



/I Create an object (instance) of the DbConnector
$connector = new DbConnector();

// Execute the query to retrieve the selected article
$result = $connector->query('SELECT title,thearticle FROM cmsarticles WHERE
ID ="$SHTTP_GET_VARSJ'id']);

/I Get an array containing the resulting record
$row = $connector->fetchArray(Sresult);
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Your selected article: <?php echo Srow|'title'];?>
<br><br>
<?php echo Srow]['thearticle'];?>
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$thequery = 'SELECT * FROM products WHERE name =
" SHTTP_POST_VARS|['uservalue'].""';
$connector->doQuery(Sthequery);

The query is compiled from a string (SELECT...), and the user's input
(SHTTP_POST_VARS...), before being executed. If the user searches for "waffles,"
then the query executed will be:

SELECT * FROM products WHERE name = "waffles"

S1.0gs oo blels SHTTP-post-vars) o »)5 69,9 b ol o select s, 51 Query
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Select * from products where name="waffles"
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<?php
require_once 'SystemComponent.php';
class Validator extends SystemComponent {

var Serrors; // A variable to store a list of error messages
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function validateNumber(Stheinput,$description ){
if (is_numeric($theinput)) {

return true; // The value is numeric, return true



}else{

$this->errors|[] = $description; / Value not numeric! Add error description to list of
errors
return false; // Return false

}
}
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<?php

// Gather the data from the form, store it in variables
SuserEmail = SHTTP_POST_VARS|'email'];
$maxMessages = SHTTP_POST_VARS['maximum'|;

/I Create a validator object
require_once('includes/Validator.php');
$theValidator = new Validator();

// Validate the forms
$StheValidator->validateEmail(SuserEmail, 'Email Address');

$theValidator->validateNumber($maxMessages, 'Maximum number of messages');

/I Check whether the validator found any problems
if ($theValidator->foundErrors() ){

/I The were errors, so report them to the user

echo 'There was a problem with: '.$theValidator->listErrors('<br>'); / Show the
errors, with a line between each



}else{
/I All ok, so now add the user to the mailing list
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CREATE TABLE “database’.’cmssections’ (

"ID" int(4) unsigned NOT NULL auto_increment COMMENT 'The unique ID of the
section',

‘name’ varchar(20) NULL COMMENT 'The section name',

‘parentid’ int(4) NULL DEFAULT 0 COMMENT 'The ID of the parent section’',




PRIMARY KEY ('ID")
);

SECTION 1 - Delete
SECTION 2 - Delete

Create a Section;
Hame:

Parent | NOMNE v
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<?php

// Require the classes
require_once('../includes/DbConnector.php');
require_once('../includes/Validator.php');



// Create an object (instance) of the DbConnector and Validator
$connector = new DbConnector();
$validator = new Validator();

!y validator IS 5 as awsl aisls asg5 . wl 00,5 adlsl [ delete Sl b Lo po o o
Spdy plxl asan o Wb oS Jee s sl mol 00,5 colasl Id Jlade o9 go0e 5l oylaselsl

oS o0 ool action e |
http://yourinteranet/cmsadmin/sectionedit.php?action=xxx

if SHTTP_GET_VARS['action'] == 'delete'){

// Store the ID of the section to be deleted in a variable
$sectionID = SHTTP_GET_VARSJ'id'];

// Validate the section ID, and if it's ok then delete the section
if ( $validator->validateNumber($sectionID,'Section ID') ){

/I The validator returned true, so go ahead and delete the section
$connector->query('DELETE FROM cmssections WHERE ID = '.$sectionID);
echo 'Section Deleted <br><br>';

}else{

// ' The validator returned false, meaning there was a problem
echo "Couldn't delete. There was a problem with: ".§validator->listErrors();

}
}
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// Execute the query to retrieve articles
Sresult = $connector->query('SELECT ID,name,parentid FROM cmssections');

/I Get an array containing the results.
/I Loop for each item in that array
while ($Srow = $connector->fetchArray($result)){



echo $Srow['name'].' - &nbsp;&nbsp; '; // Show the name of section

echo '<a
href=http://mail.yahoo.com/config/login?/"editSections?action=http://mail.yahoo.co
m/config/login?/delete&id=".Srow['ID'].'""> Delete </a>'; // Show the delete link
echo '<br>'; // Show a carriage return

}
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Table: Groups

Column
ID
Groupname

Table: Users

Column

ID

User

Pass
Thegroup
Firstname

Surname
Enabled
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Purpose
ID of the group
Name of the group

Purpose

ID of the user

A unique username for the user
The user's password, encrypted
Group to which the user belongs
The user's first name

The user's surname

A 1 or a 0 specifies whether the
user 1s enabled, allowing you to
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# Create groups table

CREATE TABLE “cmsgroups’ (

"ID" int(4) unsigned NOT NULL auto_increment,
‘groupname’ varchar(15) default NULL,
PRIMARY KEY (ID")

) TYPE=MyISAM;

# Create 10 groups, where 1 has the highest security

INSERT INTO
INSERT INTO
INSERT INTO
INSERT INTO
INSERT INTO
INSERT INTO
INSERT INTO
INSERT INTO
INSERT INTO

“cmsgroups’ VALUES (1,'Admin');
“cmsgroups’ VALUES (2,'Editors’);
“cmsgroups’ VALUES (3,NULL);
“cmsgroups’ VALUES (4,NULL);
“emsgroups’ VALUES (5,NULL);
“emsgroups’ VALUES (6,NULL);
“cmsgroups’ VALUES (7,NULL);
“cmsgroups’ VALUES (8,NULL);
“cmsgroups’ VALUES (9,NULL);
INSERT INTO

cmsgroups’ VALUES (10,'Anonymous');
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# Create user table

CREATE TABLE “cmsusers’ (

"ID" int(4) unsigned NOT NULL auto_increment,
“user’ varchar(20) default NULL,

“pass’ varchar(20) default NULL,

“thegroup’ int(4) default '10',

“firstname” varchar(20) default NULL,
‘surname’ varchar(20) default NULL,

“enabled’ int(1) default '1',

oS oo i ,25 |, user admin



PRIMARY KEY (ID)
) TYPE=MyISAM;

# Create sample user

INSERT INTO “cmsusers’ VALUES
(1,'admin',PASSWORD('admin'),1,'Mr','Admin',1);
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function sentry(){

session_start();
header(" Cache-control: private');

}
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function logout(){
unset($this->userdata);
session_destroy();

exit();

}
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function checkLogin(Suser =" ,$pass = ",$group = 10,$goodRedirect =
"".$badRedirect = '"){

}
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// User is already logged in, check credentials
if (5_SESSION['user'] && $_SESSION|'pass']|){

// Validate session data

/I Look up the user in the database by performing and SQL query

$getUser = SloginConnector->query("SELECT * FROM cmsusers WHERE user =
'".$_SESSION]['user']."' AND pass ='".§_SESSION]|'pass']."' AND thegroup <=
".$group.' AND enabled =1");

/I Redirect to goodRedirect or badRedirect appropriately
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}else{

// Validate the input

/I Lookup the user in the DB

$getUser = SloginConnector->query("SELECT * FROM cmsusers WHERE user =
'$user' AND pass = PASSWORD('Spass') AND thegroup <= $group AND enabled =
1");

$this->userdata = $loginConnector->fetchArray($getUser);

if (SloginConnector->getNumRows($getUser) > 0){

// Login OK, store session details

$_SESSION]|"user"] = Suser;

$_SESSION]|"pass'] = SrowUser| " pass"|;

$_SESSION["group'"] = SrowUser['thegroup"];

/I Redirect if goodRedirect was provided

} else {

/l Login BAD, Destroy session data
unset($this->userdata);

/I Redirect to badRedirect if appropriate
return false;

}
}
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Login

ser:

Pass:

Logout
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<?php
require_once("../includes/Sentry.php');

$sentry = new Sentry(); / Create a sentry object

/I Check the user's submitted login is valid
if SHTTP_POST_VARS['user'] !=""){

$sentry-
>checkLogin(SHTTP_POST_VARS['user'|, SHTTP_POST_VARS|'pass'],10,'welco
me.php','failed.php');

}



// Log out the user
if SHTTP_GET_VARS['action'] == 'logout'){

$sentry->logout();

}
7>
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<?php
require_once('../includes/Sentry.php');
$theSentry = new Sentry();
if (!$theSentry->checklL.ogin(2) ){ header("Location: login.php"); die(); }
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<i> My name is {name}, and my favourite food is {food}</i>
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$Svalues = array('name' => 'Susan','food' => 'chocolate');
compilePage('template.tpl',$values);
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foreach ($replaceTags as $key=>$val) {
$template = ereg_replace('{'.$key.'}',$val,Stemplate);

}
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